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Was?

Aufbau einer PPTP Infrastruktur 
mit Anbindung an das HdM LDAP 
über einen Radiusserver



Infrastruktur





Warum?



Motivation #1

Say bye to recep        ion



Motivation #2



Motivation #2



Evaluation



Plattform-Support



Einsatz auf Smartphones

Symbian Windows Mobile



-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: SKS 1.0.10
keine Zertifikate



Resultate
OpenVPN IPSec PPTP

OSX X X (nativ) X (nativ)

Windows X X (nativ) X (nativ)

Linux X X X

iPhone (X) X

Symbian naja...

WM (X) X

User+Pass X

123



Software-Setup



OpenLDAPPoptop FreeRadius



Probleme



Security
[...]
Conclusions

Microsoft has improved PPTP to correct the major security 
weaknesses described in [SM98]. However, the 
fundamental weakness of the authentication and encryption 
protocol is that it is only as secure as the password chosen 
by the user.

Quelle:
Bruce Schneier: Cryptanalysis of Microsoft's PPTP Authentication Extensions (MS-CHAPv2)
http://www.schneier.com/paper-pptpv2.html



Hashes



Umleitung



Überlastung verhindern



Usability



Daten

• IP: 141.62.39.253

• User: Euer HdM Kürzel

• Passwort: Euer HdM Passwort
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KTHXBYE


