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has_man

Wann wird es aufgerufen?




_ [ [ 5 H

Onceupon a ti meé

class Project < ActiveRecord: :Base

belongs to :portfolio
has one :project manager
has many :milestones

has and belongs to many :categories
end

http://api.rubyonrails.com/classes/ActiveRecord/Associations/ClassMethods.html
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Magic!

Project#portfolioc
Project#portfolio=(portfolio)
Project#portfolio.nil?
Project#project manager
Project#project manager=(project manager)
Project#project manager.nil?,
Project#milestones.empty?
Project#milestones.size
Project#milestones
Project#milestones<<(milestone)
Project#milestones.delete (milestone)
Project#milestones.find(milestone 1id)
Project#milestones.find(:all, options)
Project#milestones.build
Project#milestones.create
Project#categories.empty?
Project#categories.size
Project#categories
Project#categories<<(categoryl)
Project#categories.delete (categoryl)
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Wait a secondé

wn‘at"n When? How?
-~
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Aattribute functions
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require( my_model.rb n )
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When |1?

My Code Testing it
class Bla S D:\> irb
puts "LOADED BLA!" irb(main):001:0> require "test.rb"
OADED BLA!
. > true
def some function irb(main):002:0=> |}

end

end
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B .

require?lt wa s me!t
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B |
Ralls:: Initializer

def load application classes
if configuration.cache classes
configuration.eager load paths.each do |load path]|
matcher = /\A#{Regexp.escape (load path) } (.*)\.rb\Z/
Dir.glob("#{load path}/**/*.rb").sort.each do |[file]
require dependency file.sub(matcher, "\1')
end
end
end
end
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...

é or the lazy wayé

Arequire_association_class()

def has many(assocliation id, options = {})

[

require assoclation class(assoclation class name)

[
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...

In generalé

AThis is what you can expectto be loaded:

libfquery.ri

AModels
Aviews
KControllers

Adelpers
Abio O O

1 elazs (uery

2 end

lib/string _extensions_rb

1 modnle StringExtensions

2 end
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How? MetaProgrammingt

look at input manipulate code
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Testino

Fast, Sexyand Svelte




RAILS

Was ist TDD?




S

TDD- Test-Driven Development

Tesl schraiban
{flr die ndchsia -
Funklionalitét)

Funkiionalitbt
implementieren/verbessem
{bis Test erfolgreich ist)
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Uberblick

AUnit -Test;
Hiermit werden hauptsachlich Models getestet.

AFunctional -Tests:
Setzt den Fokus auf das Testen von Controllern
und Views.

Alntegration -Tests:

Dient zum Testen der Gesamtfunktionalitat der
Rails-Applikation.
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. —————

Was macht Rails fur uns?

AStruktur anlegen:

[ Unit Tests (test/ unit)

' Functional Tests (test/ functional )

" Integration Tests (test/ integration )
| Test Fixtures (test/ fixtures)

AUmgebung handeln:
C database.yml


http://www.xing.com/profile/Christian_Feser
http://www.xing.com/profile/Christian_Feser
http://www.xing.com/profile/Michael_Kram
http://www.xing.com/profile/Jakob_Schroeter
http://www.marc-seeger.de/

A,

Test - Verzeichnisse

Logisch

Physikalisch

| | Services

| Projects 4l > | | Files
E|"-

#-(F Controllers

&g Helpers

--[a Maodels

B[ Views

#-[d Configuration
&3 Database Migrations
=3 Libs

(@ Logs

=3 Public

#-[@ Functional Tests
#-[F TestFixtures
-3 Test Mocks
+PMg] Integration Tests
Gﬂ SCrPs

&3 Documentation
&3 Vendar

@ Rakefile

----- [ README

| Projects | Files

1ﬂx|]5ﬁ'.'it:es

=3 rubyweblog
- app
--l:l caonfig
m-C1 db
"[:I doc
w1 lib
"[:I log
"[:I nbproject
F-C1 public
"|:I sCrip

|:| 5

1 functional

[ integration
#-1 mocks
01 unit

@ test_helper,

FEADME
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Fixtures

B OnlineShop_ V5 - NetBeans IDE 6.5

File Edit Miew Mavigate Source Refactor Run Debug Versioning Tools Window Help

A T_estda_ten, o B ) <ot AT B D -
die Rails vor =

ql = | Services @ kest.rb 22 | @ person_test.rb 2 | @ person.tb 2 | people,yml 2
den Tests in @ Bog BB-8- A TFEFfeR oo B4
. 1) Depot Application # Pead about fixtures at http ar.rubyonrails..
die Modelle &-1)) Onineshop_vs
. A app one:
|adt Jo config firstname: MyString
g db lastname: MyString
-l doc age: 1
)b lib
L log two:
= nbpr.cuject firstname: My3tring
4 public lastname: My3tring
) script age: 1
= J kesk
= L fixkures

- items. ym

...... orders.yml
”
-1}y Functional

...... ) integration

-1 ). performance
J unik
- E‘] kast_helper.rb




S —

Unit Testing Class

ASubclass vonActiveSupport :: TestCaseclass
[ classPersonTest< ActiveSupport :: TestCase
ABendtigt test_helper

[ require File.dirname (__ FILE ) +
'/..] test_helper’

ATest Methoden beginnen mit test_
[ test my method

AMit Assertion Methoden Uberpriifung auf true
[ assert_equal 3, ltem.count
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Unit Test - Demo
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Autotest

ZenTestC http://zentest.rubyforge.orgl

s L vimer usiguse wwsias smrunewn e o q s

%
Pr.. <@ | Files | Services @ test.rb = | @ person_test.rb & | @ person.tb @
FeR-E-eTSFE e %]
=] test "should create do

Generate...  difference (' F= o unt') do
:create, :person =» { }

- | =defaulk> -

orders.yml 2

Depot Application |

New 3
Run/Debug Rake Task.. Alt+Umschalt+R redirected to person path|assigns|:psrson))
Ruby Shell (IRB)
Migrate Database 3
uld show person” do
Rails Console wow, :icd =» people(:on=).id
Rails Plugins... _response :success
Run
AutoTest uld get edit"” do
B it, :id => people|:con=).id
_response :success
Test Alt+F6
Set Configuration 3
. . uld update person” do
Set as Main Project date, :id => people |:one=).id, :person => { }

Open Required Projects redirected to person pathiassigns(:p=rson))
Close
Rename... uld destrov r

Move... difference|'F= , —1) do

Copy... re :dsstroy, :id => people|:cons).id

Delete Entf

Find Strg +F redirected to people path
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Functional-Test

Testen, obe

Aeine bestimmte Zeichenkette angezeigt wird.
Ader Controller ein bestimmtes Template anzeigt.
Ader Controller richtig weiterleitet.

Aob die Seite korrekt geladen worden ist.

Aob die richtigen Parameter tibergeben worden
sind.

Adas Routing zu dem Controller korrekt
funktioniert.

Aé
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Functional-Test Demo
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Percentage of Chart Which Resembles Pac-man

[CJResembles Pac-
man

[l Does not resemble
Pac-man
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Integration -/ Acceptance Test

N o0 A W DE

Seite »flights/

new« aufrufen.

Uberprtifen, ob die Seite fehlerfrei aufgerufen
werden konnte (HTTP-Status = 200).

Uberprifen, ob das Template »flights / new«
geladen wurde.

Flight -Formulardaten an die Seite »/flights «
schicken mit der HTML -Methode POST.

Der Weiterleitung folgen.

Uberprifen, o

0 die Seite ohne Fehler aufgerufen

werden konnte (HTTP-Status = 200).

Uberprifen, o

0 das Template »flights / showx

geladen wurde.
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R,

Integration -/ Acceptance Test

=

Seite »flights/ new« aufrufen.

Uberprifen, ob die Seite
fehlerfrei aufgerufen werden
konnte (HTTP -Status = 200).

Uberprifen, ob das Template
»flights / new« geladen wurde.

Flight -Formulardaten an die
Seite »/flights « schicken mit
der HTML -Methode POST.

Der Weiterleitung folgen.

Uberprtifen, ob die Seite ohne
Fehler aufgerufen werden
konnte (HTTP -Status = 200).

Uberprufen, ob das Template
»flights / show« geladen
wurde.

require "#{File.dirname( FILE )}/../teat helper”

cla3ss GeneralStoriesTest < ActionController::IntegrationTest
fixtures :countries, :airports

# Replace this with your real tests.
def test _new flight
get '/flights/new’
azaert_equal 200, status
agaert_template 'flights/new’

post '/flights', :flight => valid flight attributes
follow redirect!
agaert_equal 200, status
agaert_template 'flighta/show"
end
end



SeleniumHQ

ADEMO

Ahttp://seleniumhg.org/projects/on  -rails/
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RAILS

e o mRails
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Session hijacking

d| UoIssas
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CookieStore 82

ACookie
[ = Session ID + SHA512(Session ID+ServerSideSecre)
[ A no tampering
AEncryption of cookie possible
[ A userc a ms@etvhat you put in the cookie
AEspecially for forms:
[ ActionController:: RequestForgeryProtection
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Example

class FooController < ApplicationController
# uses the cookie session store (then you don't need a separate :secret)
protect from forgery :except => :index

# uses one of the other session stores that uses a session 1id value.
protect from forgery :secret => 'my-little-pony', :except => :index

# you can disable csrf protection on controller-by-controller basis:

skip before filter :verify authenticity token
end

source: http://api.rubyonrails.com/classes/ActionController/RequestForgeryProtection/ClassMethods.html
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SQLInjection

HI, THIS 15

WE'RE HAVING S0ME
COMPUTER TROUBLE.

K%W

YOUR SON'S SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN H‘.-.I’H‘r’ /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-- 7

~ OH. YES LITTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.
\I! AND T H{PE
“~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INP(TS,

Source: http://xkcd.com/327/
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SQLInjection

automatically applies SQL Escaping
(" , ", NULL, ¢é&)

Model.find (id)
Model.find_by something (something)
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XSS

<script type="text/javascript">alert("XSS");</ script>

File Edit View Bookmarks Widgets Feeds Tools Window Help

Tlenofon - Lider tele’ |

€ = X 7 |© http://www.tlenofon.plfindex.php?dzial=faq&nr_kat=1&nam_kat=%22% 3E% 3Cscript% 3Ealert('XSS')% 3C/script% 3EWymagania%?20te

. G tienin! D7ANIE : .
| | S'\Al 8 Panel uzytkownika
@ tlenofon S W) s

\ Start Cennik 1 Jak dziata? | Masz pytanie? \ Tlen.pl \ Przquczsie»j Forum

Tlenofon » Masz pytanie? »

*, JavaScript M

<www.tlenofon.pl>

XSS

M Stop executing scripts on this page



http://www.xing.com/profile/Christian_Feser
http://www.xing.com/profile/Christian_Feser
http://www.xing.com/profile/Michael_Kram
http://www.xing.com/profile/Jakob_Schroeter
http://www.marc-seeger.de/

B

XSS

Ahtml_escape()

Asanitize():

m}r—tagﬁ e ["a", TTa{:anWTTr 'F'I':I:.I'F'I'il T'I'Strong'" '!'I':i_'!'l'il TTemTT]
my atributes = ["href", "title"]
s = sanitize(user input, :tags => my tags, :attributes => my attributes))

ASafe ERBplugin

[ checksthat the proper methods are usedif a string
is Aainted i re&d from 1/O)
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